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Privacy Impact Assessment (PIA)
PIA #: 20XX-XX
	PROJECT
 INFORMATION 

[To be completed by project staff]



	Date: 

	YYYY/MM/DD


	Follow-up Date:
	YYYY/MM/DD

	Project: 
	The name of the project/program/system


	Operational Area: 
	Department, operational area, program or organization with responsibility for the project




	CONTACT INFORMATION 
[To be completed by project staff]



	Name:

	Name of working contact for the Information Privacy Office during the review of the PIA


	Title:

	Title of the contact person


	Office:

	Office address of the contact person


	Phone:

	Office telephone number


	Email:

	Office email address



CONFIDENTIAL
This document is prepared for internal use and is not to be shared with third parties
without approval of the VCH Information Privacy Office.
	PART 1: Summary 


	1.1
	Summary Description of Project

	1.1.1
	Please provide a summary of the proposed project, including:

· A description of the business, program or operational needs behind its development, and

· How the proposed project will meet those needs.*

*Where possible, please provide diagrams depicting the flow of Personal Information** for this project. This should show the source of the information and flow within VCH and to any external organizations or individuals.

**Personal Information is any recorded information that identifies an individual, except business contact information.
Click Here to View a Sample Personal Information Flow Diagram


	[details]



	PART 2: DETAILED DESCRIPTION OF PROJECT

[To be completed by project staff]



	2.1 
	Accountability

	2.1.1


	Who is responsible and accountable for the Personal Information in the system (e.g. the data steward)?

	[details]

	2.1.2
	Who is responsible to determine who gets access to Personal Information in the system and handles the day-to-day operations (e.g. the data administrator)?
i.e. who makes the decision that a staff member is allowed access to a system and who sets policies on who can access the system.

	[details]

	2.2
	Collection of Personal Information

	Note: to check-off any of the check boxes in this document, double-click on the box, click on the “checked” radio button, then click on “OK”. To un-check boxes, repeat the steps above and click on “un-checked”.

	2.2.1
	List all parties and sources, including source systems, from which VCH collects Personal Information and how it is collected for this project.

e.g. from patients, from ADT, from patient chart, PCIS, etc
	[details]

	2.2.2
	Describe the Personal Information collected from each party or source, including a list of all data elements or types of information.

e.g. patient first name, last name, PHN, MRN, date of birth, address, postal code, phone number, etc
	[details]

	2.2.3
	Is Personal Information collected directly or indirectly from patient or client? 

e.g. indirectly would be from another organization or system; directly would be from the patient the information is about


	 FORMCHECKBOX 
 Direct
 FORMCHECKBOX 
 Indirect
	[details]

	2.2.4
	If you are collecting Personal Information indirectly, is consent for collection of this Personal Information being obtained? 
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
If yes, please provide sample consent document.

	[details]

	2.2.5
	What is the purpose for the collection of Personal Information?

i.e. is the collection for law enforcement purposes or for research purposes, etc.; and why are identifiers such as name, MRN, PHN and postal code needed?


	[details]

	2.3
	Use of Personal Information

	2.3.1
	List all VCH Staff, positions or type of persons who will use the Personal Information 
i.e. to whom is information made accessible to in connection with this project or what system(s)

	[details]

	2.3.2
	What are the purposes of use of the Personal Information? [Check the category that applies and provide specific details]


	 FORMCHECKBOX 
 Provision of Care
	[details]

	
	
	 FORMCHECKBOX 
 Program Evaluation
	[details]

	
	
	 FORMCHECKBOX 
 System Administration
	[details]

	
	
	 FORMCHECKBOX 
 System Training
	[details]

	
	
	 FORMCHECKBOX 
 Research
	[details]

	
	
	 FORMCHECKBOX 
 Medical Education
	[details]

	
	
	 FORMCHECKBOX 
 Privacy Audit
	[details]

	
	
	 FORMCHECKBOX 
 Others (please specify)
	[details]

	2.3.3
	Approximately how many people will have access to Personal Information in this system or project?


	[details]

	2.3.4
	Are any measures in place to ensure that Personal Information in this system or project is only used for authorized purposes? 
e.g. system policy, printing restrictions, data export restrictions, data access agreement as authorized under FIPPA, etc) 

	[details]

	2.3.5
	Data Linkage – Please identify if personal identifiers are used to link or cross-reference multiple databases/systems, and if so why the linkages are needed 
e.g. to combine records from two or more other records by use of a personal identifier 

	[details]

	2.3.6
	If data linkage is being done, please list the databases/systems that are being linked together
e.g. Paris to CareCast, health record (i.e., paper file) to Excelleris, external Ministry database, etc

	[details]

	2.3.7
	At any point, will Personal Information be de-identified? 
If yes, please explain which data elements will be removed in order to de-identify 
e.g. De-identification is the process of removing all identifiable elements from a dataset such as name, MRN, PHN, and contact info including postal code


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	2.3.8
	If you are de-identifying, please describe the process you are using.

e.g. explain the steps taken when collecting and linking data with other records, explain what identifiers are removed, who has access to keys linking the files, when and how are the key’s that link files destroyed, etc.

	[details]


	2.4
	Disclosure of Personal Information

	2.4.1
	Will access be limited to internal (VCH) users?

i.e. Internal users refers to staff of VCH only


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	2.4.2
	If there are external users, what category(s) do they fall under?


	 FORMCHECKBOX 
 Providence Health Care (PHC)

	
	
	 FORMCHECKBOX 
 Other health authorities
	[Please list other health authorities]

	
	
	 FORMCHECKBOX 
 Private practice physicians

	
	
	 FORMCHECKBOX 
 Researchers

	
	
	 FORMCHECKBOX 
 Service Providers/Vendors (including IT system maintenance/technical      support

	
	
	 FORMCHECKBOX 
 Students

	
	
	 FORMCHECKBOX 
 Volunteers

	
	
	 FORMCHECKBOX 
 Others (please specify)
	[details]

	2.4.3
	Are any Information Sharing Agreements in place for the disclosures identified above? 

i.e. All Information Sharing Agreements must be drafted and approved by VCH Legal Services

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

(If yes, please attach signed copies)


	[details]

	2.4.4
	Have any Privacy Schedules been signed by third party service providers/vendors who have access to Personal Information? 

(If yes, please attach signed copies)
i.e. All Privacy Schedules must be the most current version approved by VCH Legal Services

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	2.4.5
	Please provide the following details about each external user(s), including (

	Name(s) of parties
	[details]

	
	
	Approximate number of users
	 [details]

	
	
	Types of data/records which they will have access (include a list of data elements)
	[details]

	
	
	How they will access the database/system/data

	[details]

	
	
	Purposes of disclosure
	[details]

	2.4.6
	Is consent for disclosure being obtained from the individual the information is about? 


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

If yes, please provide sample document


	[details]

	2.4.7
	Is the system connected (interfaced) to any other systems belonging to VCH, another health authority or third party organizations?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  

If yes, please specify which system
	[details]

	2.4.8
	Will there be any storage of Personal Information outside of British Columbia?  

       
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  

If yes, please specify.
	[details]

	2.4.9
	Will there be any disclosure of Personal Information outside of British Columbia?  

       
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  

If yes, please specify.
	[details]

	2.4.10
	Will there be any access to Personal Information from outside of British Columbia?  

       
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  

If yes, please specify.
	[details]

	2.5
	Accuracy of Personal Information

	2.5.1
	What processes are in place to ensure the accuracy of Personal Information?


	[details]

	2.5.2
	Are processes in place to allow individuals to access and request changes, corrections or annotations to their Personal Information 

contained in this system or project?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[details]


	PART 3 – SECURITY AND ACCESS CONTROLS 


	3.0.1
	Has a security threat risk assessment been completed by HSSBC Information Security?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.1
	Identity and Authentication

	3.1.1

	Does the system ensure that users have been authenticated before granting them access to the system or confidential data?
i.e. is access controlled; is there a process for ensuring that a requestor is who they say they are; that they are an employee of VCH and that they need to access information in the system/project in order to do their job


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.1.2
	Is there a defined and documented process that explains to administrators of the system/program the rules and steps for provisioning access to users?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.1.3
	Is there a record created/retained each time a user is provisioned access to the system?

i.e. a paper trail that documents the authorization and decision making process when access is provisioned

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.1.4
	Are generic, group or shared accounts used to access confidential or Personal Information?
e.g. one account with one username and password that multiple individuals use to access the system


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.1.5
	Does the system enable the user to explicitly log out to terminate his/her session?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.1.6
	Are user accounts locked after 5 or fewer failed logon attempts within 30 minutes?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2
	Passwords

	3.2.1
	Are passwords a minimum of 8 characters?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.2
	Do passwords contain characters from, at least, three of the following four categories? 
· English uppercase characters (A-Z)

· English lowercase characters (a-z)

· Numbers (0-9) 
· Special characters (#$%@, etc…)

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.3
	Are passwords displayed when entered?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.4
	Are passwords encrypted when in transit and stored?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.5
	Are password changes enforced every 90 days or less?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.2.6
	Is reuse of the previous 20 passwords prohibited?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.7
	Is the use of trivial passwords prohibited (e.g., password, same as user name, blank, etc…)?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.8
	Are password changes enforced at first log-in?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.2.9
	Can passwords be changed by the user without administrator interaction?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.3
	Authorization & Access Controls

	3.3.1
	Does the system/application allow for different user roles or groups?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  
	[details]

	3.3.2
	If the system/application does allow for different user roles or groups, does it enable the assignment of different privileges to different roles or groups?
e.g. different privileges could mean that a user could read only, modify records, access only specific data related to his/her role
.
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.3.3
	Have roles/groups and privileges for system users been defined?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.3.4
	If user roles/groups and privileges for system users have been defined, are they documented in a user access model.

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
If yes, please attach the user access model.
	[details]

	3.3.5
	If privileges have been defined for system users, are they based on a users “need to know” for access to Personal Information?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.6
	Can the following system administration privileges be assigned to different roles?

	User account maintenance
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Password Reset
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Audit log access and maintenance
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	System maintenance roles
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.3.7
	Does the system limit simultaneous sessions per account?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.8
	Does the application enforce a session timeout after a configurable period of inactivity?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.9
	Does the system deactivate user accounts that have not been used for the previous 90 days?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.10
	Does the system prevent users from performing any functions that are not explicitly authorized for their role/group permissions?
e.g. creating new user accounts or modifying permissions


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.11
	Does the system prevent users from bypassing any user interface software to directly access the data source?
e.g. editing database tables


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	[details]

	3.3.12
	Have the following account and privilege processes been defined?

	Authorization (approval for a new or change to an existing account
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Creation of a new account
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Provision of account to a new user


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Removal/deactivation of user accounts and privileges
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.3.13
	Have processes been defined for the ongoing management of user access rights and privileges? (please provide details)

e.g. for users who move to different positions and their role changes to a position that may require less access or privileges within the system


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A

	 [details]

	3.3.14
	Has a process been defined and documented to review active users and privileges on a recurring basis?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
If you answered yes, please attach document


	 [details]

	3.3.15
	Are administrative privileges limited to a select, trusted and trained set of users?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.3.16
	Are patients/clients able to request the masking/hiding of any or all of their record?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.3.17
	Does the system include controls for VIP or Enhanced Information Security (EIS) status?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.4
	Audit & Logging

	3.4.1
	Does the system log all security relevant events to its own secure audit/event log, or transmit these data securely to an external audit collection facility?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.4.2
	Is the audit function configurable to allow the administrator to select which events are to be logged and which data elements are captured about each event?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.4.3
	Does the audit function record the user ID of the user causing (or associated with) the audited event to the audit record for that event?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.4.4

	Does the application log the following VCH standard security relevant events?


	Start-up and shut-down
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Authentication
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Allocation of Privileges


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	User actions (screens, modules, accessed or viewed)
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Process invocation
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Unsuccessful data access attempt
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Data deletion
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Data transfer
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Application configuration change
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Application of confidentiality or integrity labels to data
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Override or modification of data labels or markings
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Output to removable media
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Output to a printer
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Output to a printer
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.4.5
	Are the application audit records protected against unauthorized deletion, modification or disclosure?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.5
	Encryption

	3.5.1
	Are all passwords encrypted when transmitted and stored?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.5.2
	Is all confidential data (i.e. Personal Information, clinical patient data, business confidential and/or any financial data) encrypted when transmitted and stored?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.5.3
	Does the encryption deployed meet the following standards: 

	Key strength is 256bit or greater

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	
	
	Algorithm is one of the following: 3DES, AES, or SSL 3.0

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.5.4
	If Personal Information is to be stored on any mobile device (laptop, USB device or PDA) is this information encrypted?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.6
	Malicious Software

	3.6.1
	Is the system protected against malicious software with HSSBC corporate anti-virus software (AVS) installed and configured to the IMITS AVS Technical Standard?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.6.2
	Is the AVS updated regularly?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A 
	[details]

	3.7
	Physical Security

	3.7.1
	Is the system located or stored in a secure premise? 

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
(Please provide details about the secure premise)
	[details]

	3.7.2
	Is the system being managed or hosted by IMITS in a corporate data centre?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]

	3.7.3
	Is any Personal Information or any system component sorted or transported on a mobile device such as a laptop, CD-rom, USB stick, removable hard-drive, etc?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 N/A
	[details]


By signing below, the authorized signatory confirms that the information provided in Parts 1, 2 and 3 of this PIA is accurate and complete to the best of his/her knowledge. 
__________________________________

Signature of Authorized Signatory
__________________________________    ____________________________________
Name of Authorized Signatory

Title of Authorized Signatory
__________________________________

Date
	PART 4: PRIVACY ANALYSIS

[To be completed by the VCH Information Privacy Office]

	4.1
	Authority for Collection of Personal Information

	4.1.1
	Are all collections authorized under FIPPA s.26


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  
[If “no”, specify recommendations to address lack of authority]

	[details] 

	4.1.2
	What is the purpose of the collection of Personal Information for this project or system?
	[details]

	4.1.3
	Is the scope of Personal Information limited to only what is ‘necessary’ for this project or system? 
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[details]

	4.1.4
	For any direct collections, are FIPPA requirements under s. 27(2) met through the VCH standard client notification or other brochures or materials? 

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If other materials, please provide sample documents 


	[details] 

	4.2
	Authority for Use of Personal Information

	4.2.1
	Are all uses authorized under s. 32 of FIPPA?*

*Consider:

· any restrictions on the purposes of use that may be imposed by Information Sharing Agreements or other laws such as the eHealth Act legislation.

· If data linkage is involved, is data being used for a purpose that is not consistent with its original purpose?

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[If “no”, specify recommendations to address lack of authority]

	4.3
	Authority for Disclosure of Personal Information

	4.3.1
	Are all disclosures authorized under s. 32 – 36 of FIPPA? 
*Consider:

· If there are any system interfaces that result in potential unforeseen disclosures.

· Whether there is disclosure of Personal Information outside of Canada.

	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[If no, specify recommendations to address lack of authority]



	4.4
	Sufficiency of Security and Access Controls

	4.4.1
	Do security controls meet applicable industry standards/ best practices/VCH policies?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[If no, specify recommendations to address security gaps.]



	4.4.2
	Are the security and access controls reasonable given the sensitivity of the Personal Information involved?


	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
	[If no, specify recommendations to address deficiencies.]



	4.5
	Completeness of Privacy Compliance/Legal Documentation

	4.5.1
	Is all required documentation proposed or in place?*

*Consider whether the documentation meets current VCH standards?


	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
	[If no, specify recommended documentation.

(see below)]



	
	Documentation to be drafted/updated:

	
	Information Sharing Agreements w/ external parties who have access
	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]

	
	Vendor Service Provider Agreement w/ Privacy Schedule


	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]

	
	User Access Request Form


	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]

	
	User Confidentiality Undertaking / Terms of Use

	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]

	
	Access Model Policy


	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]

	
	Other
	 FORMCHECKBOX 
 Draft  FORMCHECKBOX 
 Update  FORMCHECKBOX 
 NA
	[details]


	PART 5:  PRIVACY & GENERAL RISK ASSESSMENT

[To be completed by the VCH Information Privacy Office]



	5.1
	· Please identify any additional privacy or other types of risks that are relevant to this project or system, which have not been covered in Parts 1 to 4, and provide recommended solutions.

Examples:
· Risks to clinical care

· Implementation risks


	[details]



	PART 6: SUMMARY AND RECOMMENDATIONS

[To be completed by the VCH Information Privacy Office]



	6.1
	Insert summary here



	
	Recommendation #
	PIA Section #
	Recommendation

	
	1
	
	

	
	2
	
	

	
	3
	
	

	
	4
	
	

	
	5
	
	

	
	6
	
	

	
	7
	
	

	
	8
	
	

	
	9
	
	

	
	10
	
	

	
	11
	
	

	
	12
	
	


By signing below, the authorized signatory for the VCH Information Privacy Office (IPO) confirms that the IPO has completed its assessment of the privacy and related risks in respect of the project as they exist at the date of signing, the details of which are contained in Parts 4 and 5 of this PIA, and has issued the recommendations contained in Part 6 of this PIA.

VCH INFORMATION PRIVACY OFFICE
Per:
__________________________________
Signature of Authorized Signatory
__________________________________    ___________________________________
Name of Authorized Signatory

Title of Authorized Signatory
__________________________________

Date[image: image1.png]



� The term ‘project’ means ‘program’, ‘initiative’, ‘project’, ‘application’, and ‘system’.
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